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Abstract

The emergence of distributed ledger technology and utility
tokens has created significant developments in financial
markets. However, these developments have also brought
new challenges for consumers in this area. Lack of
transparency, severe price volatility, and the risk of fraud
are among the most important of these challenges.
Therefore, the protection of consumer rights is considered a
fundamental pillar in the sustainable and healthy
development of any market, including the emerging market
of utility tokens. Given the specific characteristics of these
digital assets, including their cross-border nature, technical
complexities, and potential for abuse, understanding
consumer rights and the principles that justify the necessity
of their legal protection, as well as adopting special
measures to guarantee their rights, is essential. In this
regard, the current research, using a descriptive-analytical
approach and based on library resources, concludes that
rights such as the right to access complete information, the
right to security, the right to freedom of choice, the right to
access a token with real value, the right to benefit from
government support, and the right to benefit from
protection against advertising and marketing are among the
fundamental rights of consumers in this domain. Principles
governing the legal system, such as ensuring public
interest, public order, social justice, vulnerability, and

shortcomings of the civil law system, further highlight the necessity of
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criminal protection of the aforementioned rights, and measures such as
identifying a supervisory body, international cooperation, information
transparency, segregation of activities and conflict of interest management,
prohibition of profit distribution, and prohibition of charging redemption fees

seem necessary to guarantee consumer rights.
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Extended Abstract

The emergence of Distributed Ledger Technology (DLT) and utility tokens
has triggered fundamental transformations in the realm of financial markets.
This nascent technology, by offering benefits such as transparency, speed,
and cost reduction, holds significant potential for revolutionizing various
industries. However, these transformations have also introduced new
challenges for consumers in this domain. Lack of transparency in projects
based on utility tokens, severe price volatility that can lead to substantial
financial losses, the risk of organized scams with promises of unrealistic
profits, and technical complexities that are difficult for the general public to
comprehend are among the most significant of these challenges. In this
context, the protection of consumer rights, as a fundamental pillar in the
sustainable and healthy development of any market, including the emerging
market of utility tokens, is of paramount importance.

Given the unique characteristics of these digital assets, including their
cross-border nature that complicates oversight, technical complexities that
require expertise, and the potential for exploitation of consumer
unawareness, the recognition of consumer rights and the principles that
justify their legal protection is deemed essential.

This research, employing a descriptive-analytical approach based on
library resources, examines consumer rights in the utility token market and
the necessary protective measures to ensure these rights. The findings of this
research indicate that utility token consumers, like other consumers, possess
fundamental rights.

These rights include the right to access complete information about
tokens and related projects, the right to digital asset security against cyber
threats, the right to freedom of choice in investment decisions, the right to
access tokens with real and practical value, the right to government
protection in the face of violations and abuses, and the right to protection
against misleading advertising and marketing.

The right to access complete information means that consumers have the
right to access complete and transparent information about the project, the
development team, the technology used, associated risks, and their rights and
obligations before investing in utility tokens. This information should be
provided in simple and understandable language so that consumers can make
informed decisions.

The right to security pertains to the fact that consumers have the right to
ensure the security of their digital assets against theft, hacking, and other
cyber threats. Platforms offering utility tokens should use robust security
protocols to protect users' assets.

The right to freedom of choice implies that consumers have the right to
freely and without coercion make decisions about investing in utility tokens.
Any coercion or deception in this regard constitutes a violation of consumer
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rights.

The right to access tokens with real value means that consumers have
the right to access tokens that have real value and a specific application and
are protected from investing in worthless or fraudulent tokens. Utility token
projects should provide the necessary transparency regarding the value and
application of their tokens.

The right to government protection pertains to the fact that consumers
have the right to government protection against violations and potential
abuses in the utility token market.

The government should enact and implement appropriate laws and
regulations to protect consumers in this area. The right to protection against
advertising and marketing implies that consumers have the right to be
protected against misleading and deceptive advertising and marketing. Utility
token advertisements should be honest and transparent and refrain from
making unrealistic promises.

The necessity of criminal and non-criminal protection of consumer
rights in this area is increasingly felt, given the principles governing the legal
system, such as ensuring public interest, public order, social justice,
consumer vulnerability, and the shortcomings of the civil legal system. It
should also be noted that utility tokens, as products of the digital age, have
unique characteristics that distinguish them from traditional products. Severe
price volatility and the intangible nature of cryptocurrencies have created
new challenges for the protection of consumer rights. For this reason,
traditional consumer protection laws, often designed for physical goods, are
not necessarily sufficient to protect consumer rights in the DLT environment.

Thus, this research considers measures such as a sector-specific
regulator as the relevant supervisory body with expertise in emerging
technologies, international cooperation for information and experience
exchange, information transparency through the provision of white papers
and other related documents, separation of activities and conflict of interest
management to prevent abuse, prohibition of profit payments to prevent the
creation of price bubbles, and ultimately, no redemption fee to protect
consumer rights, as effective and necessary to create a secure and reliable
environment for consumers and ensure their rights. Finally, this research
emphasizes that the protection of consumer rights in the utility token market
requires a comprehensive and multi-faceted approach, including the
enactment of appropriate laws and regulations, the establishment of efficient
supervisory bodies with expertise in emerging technologies, consumer
education and awareness about investment risks and opportunities, and
international ~ cooperation to  address  cross-border  challenges.
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