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of utilizing the privileges of virtual banking, we need to recognize
and manage the legal challenges which might be arisen in relation to
the industry. This project firstly intends to make a comparative study
of virtual banks so that recognition is made of the legal independent
entity, its specifications, the requirements of creation and the application
of virtual banking industry; then, in view of the fact that all data of
these kinds of banks are interchanged in a virtual environment where
they are more exposed to cyber-attacks hazards, we look for the kind of
legal instruments which are reflected to be created for safekeeping and
safeguarding such data.
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[Extended Abstractl]
In recent years, one of the serious plans in the banking industry has been

maximizing the application of technology and implementing the virtual
banking. Global developments and the recent actions taken by countries,
such as Hong Kong and Malaysia, in respect of virtual banking and
its rapid spread in the world, indicate a fabulous reception of this kind
of banking system in various countries. In respect of virtual banking
development, Iran had a very good start and although long years have
passed since the time the Regulations for virtual banking was approved,
but no virtual banking was established and did not start its operation; it
is so, while this kind of banking system may evolve the Iranian banking
industry and may play a strategic role in getting the national economy
out of the present situation.

United States of America is the pioneer in virtual banking system in
the world. It is some years that virtual bank in this country has been set
in operation and effective actions have been taken by far in this area;
having account of ever-increasingly growth of digitally literate clients
who are seeking simplicity, transparency and useful services, this system
is expanding very quickly.

Thus, this kind of banking system has been providing its services to
the clients in the world for years; however, such structure may confront
too many legal challenges. One of the controversies is the exact definition
of virtual banking. In fact, the question which should be responded is
that whether a virtual bank is really a bank, or is it only a virtual branch
of the traditional type of the banks? What are the characteristics of the
traditional banks and virtual banks? Why a virtual bank is basically
required to be existed, and what is the secret point of its success? Also,
since virtual banks use digital storage of whatever data they have, they
might pose as greater target for cyber-attacks. Therefore, security is one
of the critical concerns to be considered in virtual banks; for this reason,
some guidelines are provided in this research for enhancing their security.
Findings & Conclusion:

Virtual bank is a real bank too. This bank is a kind of corporation that
obtains its full authorization of banking services from the regulatory or
issuing authority concerned, however, without having any branch. This
bank is not a virtual branch of another traditional bank. Despite virtual
neobank which is the branch of a traditional bank, nonetheless, virtual
bank might not be taken as synonymous as neobank, on this ground.
Neobank, however, renders its activities based upon the support of a
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traditional bank; although, they might have an independent character and
identity, but they are lacking an authorization of an independent banking
system. Neobank, in interaction with another traditional bank, provides
its online services, without having a physical branch. In fact, Neobanks
practice as a digitally operating branch of traditional banks. Therefore,
the value of a virtual bank must not ever be considered inferior and
down-graded to a virtual branch.

Virtual banks really put much significance on their clients and inform
them quickly of whatever happens in the course of banking operations
and act on the data very intelligently.

Due to availability to huge amount of data, they are quite overwhelming
on the client’s life style and may provide them smart services and
suggestions, while in the traditional banks, they are aware of minor
information such as the costs of the clients only.

Also, among the reasons on a global movement toward virtual
banking, mention could be made of the risks of the number of branches,
the ability to provide unlimited financial services to the clients with due
account of the virtual banking different environment, and the occurrence
of unexpected events, such as the requirement of social distancing as
the result of pandemics of covid-19. Nevertheless, the Regulations on
Virtual Banks Establishment & Activities approved in 2011, no practical
action has been taken for implementation of the said Regulations. These
Regulations, in the same year of approval, provided a proper legal
infrastructure for the establishment, administration, inspection and
supervision on virtual banks; however, with a view and as compared
to the rules and regulations of the advanced countries which approved
specific instructions for the virtual banks during the recent years, such
countries as Hong Kong and Malaysia, we would notice there are
numerous defects and gaps in these Regulations. Thus, for the purpose
of establishing a useful and efficient virtual bank, its Regulations must be
updated accordingly.

Whereas, the matter of providing and safekeeping security of these
banks are of significant importance, therefore, some guidelines should
be designed for the purpose of providing security and safekeeping
of virtual banks. The best solutions in this respect are those which
impose some certain personal responsibilities over the shoulders of
the clients of virtual banks and those solutions which utilize of block-
chain technology. Also, Metaverse Space has such useful potentials that
enables the banks to make renovated the relationships among the people

104



_ Journal of Financial and Economic Law Research. V. 1, No. 1, Spring & Summer 2024

and cause to be revitalized the establishment of connections with the
clients. Upon appearance of virtual bank into the metaverse space, we
might be witnessing enhancement in transparency and preservation of
data privacy, resulting in a glorious manifestation of this kind of banking
system.
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